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We consider Shamir’s secret sharing schemes, with the secret
placed as ai in the scheme polynomial f (x) = a0 + · · · + ak−1xk−1,
determined by sequences t = (t1, . . . , tn) ∈ Fnq , called tracks, of pair-
wise different public identities assigned to shareholders. The shares
are given by y j = f (t j), 1 j n.
If a track t deﬁnes Shamir’s scheme with threshold k then t is
called (k, i)-admissible (cf. Schinzel et al., 2010 [11] and Spiez˙ et
al., 2010 [14]). If t is not (k, i)-admissible, then there is a coali-
tion, called (k, i)-privileged, consisting of less than k shareholders,
who can reconstruct the secret ai by themselves. In Schinzel et al.
(2010) [11], given i = 0,k − 1, it was proved that the number of
privileged coalitions of maximal length is qk−2 + O (qk−3), where
the constant in the O -symbol depends on k and i.
In this paper we characterize (k, i)-privileged coalitions of length
r as common zeros of k − r elementary symmetric polynomials
τ j(s) = 0, r − i  j  k − 1 − i. We prove that special coalitions
being (k, i)-privileged for every i = 0,k − 1 exist if and only if
q ≡ 1 (mod k− 1). Their number is q−1k−1 and they are permutations
of the tracks (a,aζ, . . . ,aζ k−2) with a ∈ F∗q and ζ ∈ Fq a primitive
r-th root of unity.
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In this paper we discuss privileged coalitions in classical Shamir’s secret sharing schemes over
ﬁnite ﬁelds Fq (q is a prime power). Such schemes were investigated in [10,5,14,11,12]. (See also
[3,2,8] or [1].)
We consider Shamir’s secret sharing schemes with the secret placed as the coeﬃcient ai , where
0  i  k − 1, in a scheme polynomial f (x) = a0 + · · · + ak−1xk−1, where ai ∈ Fq . For a ﬁxed f (x)
and an i, such scheme is uniquely deﬁned by a sequence t = (t1, . . . , tn) ∈ Fnq of pairwise different
public identities, allocated to participants (shareholders), called in [11] a track. The shares y j = f (t j),
1  j  n assigned to shareholders are secret. We identify the tracks with coalitions of sharehold-
ers.
In a k-out-of-n secret sharing scheme (k  n), a dealer distributes some secret data (shares) to n
participants in such a way that any group of k or more participants can collectively reconstruct the
scheme secret, but no coalition of less than k participants can get any information on the secret at
all. For a general reference here, we refer the reader to [16].
In Shamir’s secret sharing schemes (with the secret placed as a coeﬃcient ai in the scheme poly-
nomial f (x) = a0 + · · · + ak−1xk−1) arbitrary coalition of k shareholders can determined the secret.
However, in general, Shamir’s schemes do not need to be k-out-of-n (cf. [10,5,13] or [14]).
Deﬁnition 1. (See [14], cf. [13,11].) Let 0  i  k − 1. If the track t ∈ Fnq , where n  k, deﬁnes a k-
out-of-n Shamir’s scheme with the secret placed as a coeﬃcient ai of the scheme polynomial f (x) =
a0 + · · · + ak−1xk−1, then t is called a (k, i)-admissible track. If t is (k, i)-admissible for each 0 i 
k − 1, then the track t is said to be k-admissible.
A track t ∈ Fnq , n  k, deﬁnes a k-out-of-n scheme if either i = k − 1 or i = 0 and terms of t are
non-zero elements of Fq (see [10,5]). Thus the track t is always (k,k − 1)-admissible, and t is (k,0)-
admissible if its terms are non-zero.
Below, we extend the notion (k, i)-admissible tracks t ∈ Fnq to the case n = k − 1, by using the
condition characterizing such tracks, for n k, given in Proposition 1.
Given a sequence x = (x1, . . . , xr) and a subset {m1, . . . ,mρ} of the set {1, . . . , r}, we denote by
xˆm1,...,mρ the sequence obtained from x by removing the terms xm1 , . . . , xmρ . In particular, if 1 j  r,
then xˆ j is the sequence obtained from x by removing the term x j . Throughout the paper, we denote
by τ j(x) the elementary symmetric polynomial of total degree j deﬁned inductively by
τ0(x) = 1, τ j(x) = τ j(xˆr) + xrτ j−1(xˆr) (1 j  r). (1)
By convention, we have τ j(x) = 0 if j > r or j < 0.
Proposition 1. (See [14], cf. [5,13,11].) Let t ∈ Fnq , where n  k, be a track, and let 0  i  k − 1. Then t is
(k, i)-admissible if and only if
τk−1−i(s1, . . . , sk−1) = 0
for any subtrack s = (s1, . . . , sk−1) of the track t.
We say that a track t ∈ Fk−1q is (k, i)-admissible if τk−1−i(t) = 0.
Deﬁnition 2. (Cf. [11].) Let r < k and ﬁx i, 0  i  k − 1. A coalition of r shareholders (a track)
s = (s1, . . . , sr) ∈ Frq is said to be a (k, i)-privileged coalition, if they can reconstruct the secret, placed
as the coeﬃcient ai of the scheme polynomial f (x) = a0 + · · · + ak−1xk−1, by themselves. If s is (k, i)-
privileged coalition for each 1 i  k − 2, then the track s is said to be k-privileged coalition.
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privileged coalition.
Obviously, if r  k − 1 and s = (s1, . . . , sr−1) is a (k, i)-privileged coalition, then (s1, . . . , sr−1, sr)
for any sr ∈ Fq \ {s1, . . . , sr−1} is also a (k, i)-privileged coalition. Thus an arbitrary (k, i)-privileged
coalition of length < k − 1 can be extended to a (k, i)-privileged coalition of maximal length k − 1 in
many ways if q is suﬃciently large.
Note also that if there are no (k, i)-privileged coalitions of length r, then there are no such coali-
tions of length ρ < r. In particular, if there are no (k, i)-privileged coalitions of maximal length
r = k − 1, then there are no such coalitions at all.
In general, any (k, i)-privileged coalition s ∈ Frq can be extended to a track t ∈ Fnq , where n  k,
which also contains (k, i)-admissible coalitions of shareholders. In fact, if u ∈ Fmq (m k−1) is a (k, i)-
admissible track, then t can be deﬁned as the track containing all components (without repetitions)
of s and u. Observe that such t deﬁnes a non-threshold scheme.
In Section 2, we give a characterization of (k, i)-privileged coalitions in terms of elementary sym-
metric polynomials, see Theorem 1. In particular, see Corollary 1, we have
(∗) a track t ∈ Fk−1q is (k, i)-privileged if and only if τk−1−i(t) = 0; i.e., t is not (k, i)-admissible.
By the characterization (∗) we obtain the following result.
Remark. There are no (k,k − 1)-privileged coalitions, and no (k,0)-privileged coalitions with non-
zero terms, of length k − 1. Consequently, there are no (k,k − 1)-privileged coalitions, and no (k,0)-
privileged coalitions with non-zero terms, of arbitrary length.
By Corollary 2 to Theorem 2 [11], for given n,k, i with k−1 n q and 1 i  k−2, the number
of tracks over Fq of length n which are not (k, i)-admissible is
(
n
k − 1
)
qn−1 + O (qn−2),
where the constant in the O -symbol depends on n, k and i. Thus, by (∗), the number of (k, i)-
privileged tracks over Fq of (maximal) length k − 1 is
qk−2 + O (qk−3),
where the constant in the O -symbol depends on k and i (see Corollary 3 to Theorem 2 [11]).
The main result of Section 2, Theorem 1, has several important consequences. In particular,
we obtain that for a (k, i)-privileged coalition of length r with non-zero coordinates, we have
max(i + 1,k − i) r  k − 1 (see Corollary 2).
In Section 3, we consider cyclotomic coalitions, which are permutations of the tracks (a,aζ, . . . ,
aζ r−1), where ζ is a primitive r-th root of unity in Fq and a ∈ Fq \ {0}. Theorem 2, in this section,
provides examples of (k, i)-privileged coalitions over Fq of length r, where max(i+1,k− i) r  k−1,
for q ≡ 1 (mod r).
In Theorem 3, we shall characterize (k, k−12 )-privileged coalitions of minimal length over Fq .
In Section 4, we characterize k-privileged coalitions. We show that they are cyclotomic of length
k − 1 (see Theorem 4).
In [15], an algorithm is given to construct (k, i)-privileged coalitions of maximal length. This con-
struction proves the existence of such coalitions, if q > 2k − 1.
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In this section we give a characterization of (k, i)-privileged coalitions in terms of elementary
symmetric polynomials, see Theorem 1. To prove the theorem we need two auxiliary Lemmas 1 and 2
below.
In the sequel, we need some auxiliary results on the generalized Vandermonde determinants.
As usual, for a k-tuple of indeterminates x = (x1, . . . , xk) and a k-tuple of increasing non-negative
integers c = (c1, . . . , ck) we call V c(x) = det((xcνμ )1μ,νk) the generalized Vandermonde determinant.
Write ek = (0, . . . ,k − 1). If c = ek then V c(x) equals the classical Vandermonde determinant V (x) =∏
1i< jr(x j − xi). (Note that a sequence t ∈ Frq is a track if and only if V (t) = 0.)
It is well known that the polynomial V c(x) is divisible by V (x) in the polynomial ring Z[x], and
their quotient called the Schur function is a homogeneous polynomial. For more details on the Schur
functions we refer the reader to [9].
Lemma 1. (Cf. [13].) Let u = (u1, . . . ,uk) be a track over Fq and let f (x) = a0 + · · · + ak−1xk−1 . Then, given
0 i  k − 1, we have
ai = 1
V (u)
k∑
l=1
(−1)i+l V (uˆl)τk−1−i(uˆl)yl, (2)
where yl = f (ul), 1 l k.
Proof. Note that V (u) = 0 since u is a track. By the classical Cramer and Laplace linear algebra for-
mulas we obtain
ai = 1
V (u)
k∑
l=1
(−1)i+l V eˆk,i (uˆl)yl,
where eˆk,i denote the sequence obtained from the sequence ek by removing the term i. By Muir’s
formula for the Schur quotient, for 0  i  k we have V eˆk,i (uˆl) = τk−1−i(uˆl)V (uˆl). Hence formula (2)
follows at once. For details, see [9, Chapter XI, p. 333], cf. Lemma 2 [13]. 
(Observe that Proposition 1 is a consequence of Lemma 1 (cf. [13]).)
The concatenation of two sequences a and b we denote by a ‖ b.
Lemma 2. Fix 1 i  k−2 and assume that i  r  k−1. Let s ∈ Frq and t= (t1, . . . , tk−r) ∈ Fk−rq be disjoint
tracks. Then
τk−1−i(s ‖ tˆm) = 0 for all m, 1m k − r, (3)
if and only if
τk−δ−i(s) = 0 for all δ, 1 δ  k − r. (4)
Proof. For each ρ ∈ {1, . . . ,k − r}, we consider the following condition:
(5ρ) τk−δ−i(s ‖ tˆm1,...,mρ ) = 0 for each 1 δ  ρ and each subset {m1, . . . ,mρ} of the set {1, . . . ,k − r}.
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is equivalent to (5ρ) for each 2 ρ  k − r.
To prove the equivalence, let us consider a subset {m1, . . . ,mρ} of the set {1, . . . ,k − r} and let
1 δ  ρ − 1.
By (1), we have
τk−δ−i(s ‖ tˆm1,...,mρ−1) = tmρ τk−(δ+1)−i(s ‖ tˆm1,...,mρ ) + τk−δ−i(s ‖ tˆm1,...,mρ ) (5)
and
τk−δ−i(s ‖ tˆm2,...,mρ ) = tm1τk−(δ+1)−i(s ‖ tˆm1,...,mρ ) + τk−δ−i(s ‖ tˆm1,...,mρ ). (6)
Let us assume that (5ρ−1) is satisﬁed. Then τk−δ−i(s ‖ tˆm1,...,mρ−1 ) = 0 and τk−δ−i(s ‖ tˆm2,...,mρ ) = 0.
Hence, by virtue of (5) and (6), since tm1 = tmρ , we receive
τk−(δ+1)−i(s ‖ tˆm1,...,mρ ) = 0, (7)
and next
τk−δ−i(s ‖ tˆm1,...,mρ ) = 0. (8)
Consequently, (5ρ) is also satisﬁed.
Now, assume that (5ρ) is satisﬁed. Then both equalities (7) and (8) hold, and hence by virtue
of (5) τk−δ−i(s ‖ tˆm1,...,mρ−1 ) = 0. Thus (5ρ−1) is satisﬁed. 
Theorem 1. Assume that 1 i  k − 2 and i  r  k − 1. Let s = (s1, . . . , sr) ∈ Frq be a track, and let q  k.
Then s is a (k, i)-privileged coalition if and only if
τ j(s) = 0, for all j ∈ {r − i, . . . ,k − 1− i}. (9)
Proof. Let t = (t1, . . . , tk−r) ∈ Fk−rq be a track disjoint with s, and let yl = f (sl) for l ∈ {1, . . . , r} and
yl = f (tl−r) for l ∈ {r + 1, . . . ,k}, where f (x) = a0 + · · · + xk−1 is the scheme polynomial. Then, by
Lemma 1, we have
ai = 1
V (s ‖ t)
(
r∑
l=1
(−1)l+i V (sˆl ‖ t)τk−1−i(sˆl ‖ t)yl +
k∑
l=r+1
(−1)l+i V (s ‖ tˆl−r)τk−1−i(s ‖ tˆl−r)yl
)
.
Note that V (s ‖ tˆl−r) = 0 for each l ∈ {r + 1, . . . ,k}. Thus to compute ai the share yl of tl−r , where l ∈
{r+1, . . . ,k}, is needed if and only if τk−1−i(s ‖ tˆl−r) = 0. It follows, that the coalition of shareholders s
can reconstruct the secret ai by themselves, i.e., s is (k, i)-privileged, if and only if τk−1−i(s ‖ tˆl−r) = 0
for each l ∈ {r +1, . . . ,k}. By Lemma 2, the latter condition is equivalent to the condition τ j(s) = 0 for
each j ∈ {r − i, . . . ,k − 1− i}. This completes the proof. 
Remark. Note that a (k, i)-privileged coalition of shareholders s ∈ Frq (1 r  k − 1) can reconstruct
the secret, i.e., the coeﬃcient ai of the scheme polynomial f (x) = a0 + a1x+ · · · + ak−1xk−1, by using
their shares and chosen at random k − r pairs of public identities and shares.
As a consequence of Theorem 1, we obtain the following characterization of (k, i)-privileged coali-
tions of maximal length.
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and only if s is not (k, i)-admissible (i.e. τk−1−i(s) = 0).
(Observe that the above corollary can be proved directly by using Lemma 1 and the argument of
the proof of Theorem 1.)
Corollary 2.
(i) There are no (k, i)-privileged coalitions of length  i.
(ii) There are no (k, i)-privileged coalitions with non-zero coordinates of length  k − 1− i.
(iii) For a (k, i)-privileged coalition of length r with non-zero coordinates, we have max(i + 1,k − i)  r 
k − 1. In other words, k+12  r  k − 1 and k − r  i  r − 1.
Proof. Let s = (s1, . . . , sr) ∈ Frq be a (k, i)-privileged coalition.
(i) By Theorem 1 we have τr−i(s) = 0. Since τ0(s) = 1 it follows that r = i. So, there are not (k, i)-
privileged coalitions of length r = i, and consequently of length r  i.
(ii) Suppose that r  k − 1 − i. Then by Theorem 1 we have τr(s) = 0. Thus s j = 0 for some
j ∈ {1, . . . , r} since τr(s) = s1, . . . , sr . So, there are not (k, i)-privileged coalitions with non-zero coor-
dinates of length  k − 1− i.
(iii) This is an immediate consequence of (i) and (ii). 
Corollary 3. Let s = (s1, . . . , sr) ∈ Frq be a track, and let as = (as1, . . . ,asr), where a ∈ Fq \ {0}.
(i) If s is a (k, i)-privileged (r  k − 1), then as is also a (k, i)-privileged.
(ii) If s is a (k, i)-admissible (r  k − 1), then as is also a (k, i)-admissible.
Proof. The corollary follows from Theorem 1 and Proposition 1 by the obvious identity τ j(as1, . . . ,
asr) = a jτ j(s1, . . . , sr). 
Corollary 4. Let k, i, r ∈ N with 1 i  k − 2 and i + 1 r  k − 1. Assume that s = (s1, . . . , sr) ∈ Frq is a
(k, i)-privileged coalition. Then sˆr = (s1, . . . , sr−1) is a (k, i)-privileged subcoalition of s if and only if
τr−i−1(sˆr) = 0.
Proof. The implication “if” is a direct consequence of Theorem 1. Thus it remains to proof the impli-
cation “only if”.
By Theorem 1, in view of (1), we have
τk−δ−i(s) = srτk−(δ+1)−i(sˆr) + τk−δ−i(sˆr) = 0 for each δ ∈ {1, . . . ,k − r},
or, equivalently, ⎛
⎜⎜⎝
1 sr 0 . . . 0
0 1 sr . . . 0
...
...
...
. . .
...
0 0 0 . . . 1
⎞
⎟⎟⎠
⎛
⎜⎜⎝
τk−1−i(sˆr)
τk−2−i(sˆr)
...
τr−i(sˆr)
⎞
⎟⎟⎠=
⎛
⎜⎜⎝
0
0
...
−srτr−i−1(sˆr)
⎞
⎟⎟⎠ .
The matrix in the above equation is non-singular, and so τr−i−1(sˆr) = 0 implies
τk−δ−i(sˆr) = 0 for each δ ∈ {1, . . . ,k − r + 1}.
Thus sˆr is (k, i)-privileged by Theorem 1, which concludes the proof of the implication “only if”. 
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of length r and r + 1  k′  k, then s is also a (k′, i)-privileged coalition. More generally, if 1  i′  i and
r + 1 k′  k − i + i′ , then s is also a (k′, i′)-privileged coalition.
Deﬁnition 3. A (k, i)-privileged coalition s is said to be minimal with respect to privileged coalitions,
if it has no proper (k, i)-privileged subcoalition.
Examples. (k, i)-privileged coalitions of minimal length are minimal with respect to privileged coali-
tions. The converse need not be true. A (k, i)-privileged coalition, which is minimal with respect to
privileged coalition need not be a privileged coalition of minimal length. For example, (1,2,4,11) is
a (5,2)-privileged coalition over F13. This coalition has no proper (5,2)-privileged subcoalitions since
all subcoalitions of length less than 4 over F13 are (1,3,9), (2,5,6) and (7,8,11). Another example
is the (5,2)-privileged coalition (1,3,5,8) over F19. This privileged coalition is minimal with respect
to privileged coalitions since in this case we only have two privileged coalitions of length less than 4,
namely (1,7,11) and (4,6,9).
3. Cyclotomic privileged coalitions
It follows from Corollary 2 to Theorem 2 [11] that (k, i)-privileged coalitions of maximal length
exist for suﬃciently large q. In [15] it is proved that they exist if q > 2k − 1. It would be desirable to
have a similar result for shorter privileged coalitions but in general it is not true. Theorem 3 below
gives examples of inﬁnitely many ﬁnite ﬁelds such that there are no (k, i)-privileged coalitions of
length r < k − 1 over these ﬁelds for some particular i and r.
On the other hand, Theorem 2 gives examples of inﬁnitely many ﬁnite ﬁelds such that (k, i)-
privileged coalitions of length r over these ﬁelds exist for every i and r satisfying 1 i  k − 2 and
max(k − i, i + 1) r  k − 1.
Given natural r, denote by F(r)q the splitting ﬁeld of the polynomial t
r − 1 over Fq . Let E(r) denote
the cyclic group of r-th roots of unity in F(r)q . This group is a subgroup of order r of the multiplicative
group of the ﬁeld F(r)q .
Assume that gcd(r,q) = 1. Then (F(r)q : Fq) = d, where d is the multiplicative order of q mod r (i.e.,
qd ≡ 1 (mod r) and d is minimal). Hence it follows that
E(r) ⊂ Fq ⇔ q ≡ 1 (mod r).
For details we refer the reader to Theorem 2.47(ii) [6].
Theorem 2. Let k, r and i be natural numbers satisfying 1  i  k − 2 and max(k − i, i + 1)  r  k − 1.
Assume that q ≡ 1 (mod r) and denote by ζ a primitive r-th root of unity in Fq. Then permutations of the
tracks (a,aζ, . . . ,aζ r−1), where a ∈ Fq \ {0}, are (k, i)-privileged coalitions.
Proof. We have tr − 1 =∏r−1m=0(t − ζm). Hence, by virtue of Viète’s formulas,
τu
(
a,aζ, . . . ,aζ r−1
)= auτu(1, ζ, . . . , ζ r−1)= 0,
for each i ∈ {1 . . . , r − 1}. Consequently, because k − 1 − i  r − 1 and r − i  1, the theorem follows
from Theorem 1 and Corollary 3(i). 
Corollary 6. Let k, r and i satisfy the assumptions of Theorem 2. If q ≡ 1 (mod r), then there exist (k, i)-
privileged coalitions of length r over Fq. If q ≡ 1 (mod ∏k−i,i+1rk−1 r), then there exist (k, i)-privileged
coalitions of all lengths r ∈ {max(k − i, i + 1), . . . ,k − 1} over Fq.
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cyclotomic, if it is a permutation of (a,aζ, . . . ,aζ r−1) for some a ∈ Fq \ {0} and a primitive r-th root
of unity ζ ∈ Fq .
Now we shall prove that for k  3 odd, gcd( k+12 ,q) = 1 and i = k−12 all (k, i)-privileged coalitions
of (minimal) length r = i + 1 are r-cyclotomic. We begin by proving the following lemma.
Lemma 3. Let k and r be natural numbers. Assume that gcd(r,q) = 1 and that a track s = (s1, . . . , sr) ∈ Frq is
a solution of the system of r − 1 equations
τu(s) = 0, 1 u  r − 1. (10)
Then q ≡ 1 (mod r) and s is a permutation of the track (a,aζ, . . . ,aζ r−1) for a ∈ F∗q and a primitive r-th root
of unity ζ ∈ Fq.
Proof. First, we observe that s j = 0 for each j ∈ {1, . . . , r}. Let us assume in contrary that s j = 0
for some 1  j  r. Then, in virtue of (10) and (1), we have 0 = τu(s) = τu(sˆ j) for all 1  u  r. In
particular, for u = r − 1, we have 0 = τr−1(sˆ j) =∏1tk−1, l = j sl , and hence sl = 0 for some l = j.
Contradiction, since s is a track.
Let s be a solution of (10). Our proof starts with the observation that for every 1 j  r
τu(sˆ j) = (−s j)u . (11)
In order to prove it, we proceed by induction on u. If u = 1, then the formula follows at once from
τ1(s) = 0. Assume that the formula holds for u − 1, u  r − 1; we shall prove it for u. Then, in view
of τu(s) = 0 and (1), we have τu(sˆ j) = −s jτu−1(sˆ j) = (−s j)u , as required.
Now putting u = r − 1 in (11) gives
r∏
l=1
sl = (−1)r−1srj,
for every 1 j  r. Consequently, since sl = 0 for 1 l r, we deduce that
(
s j
sl
)r
= 1 for j, l ∈ {1, . . . , r}.
Hence, in view of s j = sl for j = l, we deduce that Fq is the splitting ﬁeld of the polynomial tr −1; i.e.,
E(r) ⊂ F∗q . Therefore q ≡ 1 (mod r) and denoting by ζ a generator of the group E(r) , s is a permutation
of the track (a,aζ, . . . ,aζ r−1) for a ∈ F∗q . 
Theorem 3. Let k 3 be an odd natural number and let gcd( k+12 ,q) = 1. Then (k, k−12 )-privileged coalitions
of (minimal) length r = k+12 exist if and only if q ≡ 1 (mod k+12 ). Such coalitions are permutations of the
tracks
s = (a,aζ, . . . ,aζ k−12 )
for any a ∈ F∗q , where ζ ∈ Fq is a ﬁxed primitive k+12 -th root of unity in Fq.
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privileged coalitions of length r = k+12 , which means that such coalitions exist. On the other hand,
by Theorem 1, any (k, k−12 )-privileged coalition of length r = k+12 is a solution of the system of equa-
tions (10) with r = k+12 . Thus, the remaining part of Theorem 3 follows from Lemma 3. 
Examples. We determine all (k, k−12 )-privileged coalitions of length r = k+12 in the case when k = 5.
Then we have i = 2 and r = 3. By Theorem 2 (5,2)-privileged coalitions of length 3 exist if and only,
if q ≡ 1 (mod 3). By this theorem all (5,2)-privileged coalitions of length 3 are permutations of the
tracks s = (a,aζ,aζ 2), where a ∈ F∗q and ζ is a primitive root of unity such that ζ 3 = 1. Obviously, if
g is a generator of the multiplicative group F∗q , then we can take ζ = g
q−1
3 .
If q = p = 13, then we can take g = 2 and ζ = 24 ≡ 3 (mod 13). Hence all (5,2)-privileged coali-
tions of length 3 over F13 are permutations of four disjoint tracks (1,3,9), (2,5,6), (4,10,12) or
(7,8,11).
If q = p = 19, then we can take g = 2 again and ζ = 26 ≡ 7 (mod 19). Consequently, all (5,2)-
privileged coalitions of length 3 over F19 are permutations of the tracks (1,7,11), (2,3,14), (4,6,9),
(5,16,17), (8,12,18) or (10,13,15).
Remarks.
(i) If k  5, then all (shorter) (k, i)-privileged coalitions of length r < k − 1 are cyclotomic. Indeed,
since r  i + 1,k − i, the only shorter (k, i)-privileged coalitions with k  5 are (5,2)-privileged
coalitions of length 3. In view of the previous example, all such coalitions are cyclotomic.
(ii) It is easy to check that there exist non-cyclotomic shorter privileged coalitions. It suﬃces to take
k = 6, i = 2, r = 4 and q = p = 23. Here we cannot use Theorem 3 because k is even. Then the
track s = (4,6,7,8) is a (6,2)-privileged coalition over F23 since, by Theorem 1, τ2(s) = τ3(s) = 0
in this ﬁeld. Of course the privileged coalition s is not r-cyclotomic since q ≡ 1 (mod 4).
4. Characterization of k-privileged coalitions
Note that if s is a k-privileged coalition, then it is also a (k,1)-privileged coalition, and so by
Corollary 2(iii) to Theorem 1, we have r  k − 1. Consequently it must be r = k − 1; i.e., k-privileged
coalitions are privileged coalitions of maximal length.
Theorem 4. Let k  2 be a natural number and let q be a prime power with gcd(k − 1,q) = 1. Then k-
privileged coalitions over Fq exist if and only if q ≡ 1 (mod k − 1). Such coalitions are permutations of the
tracks
s = (a,aζ, . . . ,aζ k−2),
where a ∈ Fq \ {0} and ζ ∈ Fq is a ﬁxed primitive (k − 1)-st root of unity in Fq.
Proof. The implication “if” is a consequence of Theorem 2. Now, we prove the implication “only if”.
Let s = (s1, . . . , sk−1) ∈ Fk−1q be a k-privileged coalition. Then, by Theorem 1, s is a solution of (10) and
by Lemma 3, we have q ≡ 1 (mod k − 1). The second part of the theorem also follows immediately
from Lemma 3. 
Corollary 7. Let k 2 be a natural number and let q be a prime power with gcd(k−1,q) = 1. Then the number
of classes of k-privileged coalitions with the same sets of elements is equal to q−1k−1 , if q ≡ 1 (mod k − 1) and 0
otherwise.
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(i) Theorem 4 says that the sets of k-privileged coalitions and (k−1)-cyclotomic privileged coalitions
coincide. In the previous section, we have given some examples of shorter cyclotomic privileged
coalitions.
(ii) If q ≡ 1 (mod k − 1), then ζ ∈ Fq and ζ = g
q−1
k−1 , where g is a generator of the multiplicative
group F∗q .
Below we determine all k-privileged coalitions in the cases when k = 5 or 6 for some particular
q = p (p prime).
Examples. By Corollary 7, 5-privileged coalitions over Fq exist if and only, if q ≡ 1 (mod 4); i.e., if −1
is a square in Fq . Then they are of the form s = (a,−a,aζ,−aζ ) for a ∈ F∗q , where ζ 2 = −1.
If q = p = 13, then we can take g = 2 and ζ = 23 = 8. Thus all 5-privileged coalitions in F13 are
permutations of the tracks (1,5,8,12), (2,3,10,11) or (4,6,7,9).
If q = p = 17, then we can take g = 3 and ζ = 34 ≡ 13 (mod 17). Consequently, all 5-
privileged coalitions in F17 are permutations of the tracks (1,4,13,16), (2,8,9,15), (3,5,12,14)
or (6,7,10,11).
Examples. If k = 6, then, by Corollary 7, 6-privileged coalitions over Fq exist if and only, if q ≡
1 (mod 5). Then 6-privileged coalitions have the form s = (a,aζ,aζ 2,aζ 3,aζ 4) for a ∈ F∗q , where
ζ 5 = 1, ζ = 1.
If q = p = 11, then we can take g = 2 and ζ = 22 = 4. Thus all 6-privileged coalitions in this
case are permutations of the tracks a(1,3,4,5,9) for a ∈ F∗11. Hence we deduce that a 6-privileged
coalition over F11 is a permutation of one of two disjoint tracks (1,3,4,5,9) or (2,6,7,8,10).
If q = p = 31, then we can take g = 3 and ζ = 36 ≡ 16 (mod 31). Hence we deduce that
all 6-privileged coalition over F31 are permutations of the tracks (a,2a,4a,8a,16a) for a ∈ F∗31.
Thus a 6-privileged coalition over F31 is a permutation of one of ﬁve disjoint tracks (1,2,4,8,16),
(3,6,12,17,24), (5,9,10,18,20), (7,14,19,25,28), (11,13,21,22,26) or (15,23,27,29,30).
5. The number of privileged coalitions in the track (1, . . . , N)
In this section and the next one we will give examples of privileged coalitions of shorter lengths.
These results are related to the paper [12]. Let k, r, i be natural numbers with i  r  k − 1 n and
i = 0,k−1. Assume that p is an odd prime number. We look for (k, i)-privileged coalitions of length r
being subtracks of a ﬁxed track t = (t1, . . . , tn) over Fp . Such coalitions are said to be (k, i)-privileged
coalitions with respect to t. If t = (1, . . . ,N) for a natural number N , then we call these coalitions
(k, i)-privileged coalitions with respect to N .
For simplicity, we identify tracks with the same elements and compute the numbers of the classes
of tracks deﬁned in this way. In the case when the underlying ﬁeld is Fp we identify these classes
with increasing subsequences of the sequence (0,1, . . .). We call them brieﬂy ‘tracks’ instead of ‘class
of tracks’. Moreover it is convenient to disregard tracks containing 0.
We denote by cr = cr(N) = cr(N,k, i, p) the number of (k, i)-privileged increasing coalitions of
length r contained in the track (1, . . . ,N) over Fp , and by c′r = c′r(N) = c′r(N,k, i, p) the number of
such coalitions which are minimal with respect to subcoalitions.
For N  k − 1, we write αN,k = (N − k + 2, . . . ,N).
The following result from [12] gives suﬃcient conditions for the track (1, . . . ,N) to be (k, i)-
admissible.
Proposition 2. (Cf. Theorem 3 [12].) Let N  k  2, 1  i  k − 1, and let p be a prime number. If p >
τk−1−i(αN,k) then the track (1, . . . ,N) is (k, i)-admissible over Fp ; i.e.,
ck−1(N) = 0.
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In particular, if kN < 1 − e−2 and p > τk−2(αN,k), then the track (1, . . . ,N) is not only (k,1)-admissible
but also k-admissible over Fp .
Remark. We know that no subtrack of a (k, i)-admissible track is a (k, i)-privileged coalition. Conse-
quently, by the above proposition, there are no (k, i)-privileged coalitions over Fp with respect to N
if p > τk−1−i(αN,k). On the other hand, by Corollary 3 to Theorem 2 [11] (see also Introduction), the
number of (k, i)-privileged coalitions (1 i  k − 1) in Fp of (maximal) length k − 1 is
pk−2 + O (pk−3),
where the constant in the O -symbol depends on k and i. Therefore, such coalitions must exist for
suﬃciently large values of p. (In fact, if p > 2k − 1 and 1 i  k − 1 then there exist (k, i)-privileged
coalitions in Fp of length k − 1; see Section 6.)
As an illustration, we investigate Shamir’s secret sharing scheme with the number of shareholders
n = 11 and threshold k = 6. This historical example was considered by Liu [7] in 1968 and given by
Shamir as an illustration in his seminal paper [10].
In Section 5.1 we present two tables of (6, i)-privileged coalitions of maximal length with respect
to N = 11 over Fp for some particular i and p. The tables give some information on shorter privileged
coalitions in these cases. (The second named author can provide—unpublished—tables of privileged
coalitions with respect to various arithmetical progressions t = (t1, . . . , tn) of length n = 11.)
For ﬁxed N , k and i, we have cr(N) ck−1(N). Consequently, by the above remark, cr(N) = 0 for
any r if p is suﬃciently large. For these p we have in the tables ck−1(N) = · · · = ci+1(N) = 0.
We used the GNU C compiler [4] to compile the programs which were written for the computa-
tions.
5.1. Description of the tables
5.1.1. Table 1
In Table 1 all (6,2)-privileged coalitions of length 5 with respect to N = 11 over ﬁnite ﬁelds Fp
(p prime) are presented. Let us recall, that by Corollary 2, (6,2)-privileged coalitions are of length 3,
4 or 5.
Using Theorem 1 we can easily check which of the tracks s over Fp of length 5 are (6,2)-privileged
coalitions. We just need to check whether τ3(s) = 0 in Fp .
Note that the number of such privileged coalitions decreases (not necessarily monotonically) when
p grows and vanishes at some point, since by Proposition 2 the track (1, . . . ,N) is (k, i)-admissible;
i.e., contains no (k, i)-privileged coalitions of maximal length, if p > τk−1−i(αN,k).
In our case αN,k = (7,8,9,10,11), and so τk−1−i(αN,k) = 7155. Consequently, by Proposition 2,
c5 = c4 = c3 = 0, if p  7159. Note that the minimal p such that there are no (6,2)-privileged coali-
tions over Fp is p = 167.
For shorter privileged coalitions of length r = 4 we have c4 > 0 if p = 13,17,23,29 or 41. Other-
wise c4 = 0. For the case when r = 3 we have c3 = 0 for all primes.
If p = 13, then all (6,2)-privileged coalitions of length 4 are (2,3,10,11) or (4,6,7,9). For
other primes mentioned above we have in each case only one privileged coalition. If p = 17,23,29,
resp. 41, then the (6,2)-privileged coalitions of length 4 are (6,7,10,11), (4,6,7,8), (2,6,7,9),
resp. (2,3,9,11).
We also determined all p such that the track αN,k = (7,8,9,10,11) is a (6,2)-privileged coalition.
The only such a prime number is p = 53. Then the coalition is not privileged, however, it is (6,1)-
privileged over the ﬁeld F15797.
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The (6,2)-privileged coalitions of length 5 in the track (1, . . . ,11) over Fp .
p c5 c′5 (6,2)-privileged coalitions of length 5
13 35 21 (1,2,3,4,6) (1,2,3,7,8) (1,2,3,10,11) (1,2,5,9,10)
(1,2,6,8,10) (1,2,8,9,11) (1,3,4,5,7) (1,3,5,6,10)
(1,3,6,7,11) (1,4,5,10,11) (1,4,6,7,9) (1,4,6,8,11)
(1,4,7,8,10) (1,5,7,9,11) (1,6,9,10,11) (2,3,4,5,9)
(2,3,4,10,11) (2,3,5,10,11) (2,3,6,10,11) (2,3,7,10,11)
(2,3,8,10,11) (2,3,9,10,11) (2,4,5,7,10) (2,4,6,7,9)
(2,7,8,9,10) (3,4,5,6,11) (3,4,6,7,9) (3,5,7,8,9)
(3,6,8,9,11) (4,5,6,7,9) (4,5,6,8,10) (4,6,7,8,9)
(4,6,7,9,10) (4,6,7,9,11) (4,8,9,10,11)
17 30 23 (1,2,4,7,11) (1,2,5,6,9) (1,2,5,8,11) (1,2,6,7,8)
(1,3,4,5,10) (1,3,4,6,7) (1,3,5,7,11) (1,3,5,8,9)
(1,3,6,8,11) (1,4,5,6,11) (1,4,6,8,9) (1,5,7,8,10)
(1,6,7,10,11) (1,7,8,9,11) (2,3,4,5,11) (2,3,4,7,8)
(2,3,5,7,9) (2,3,6,8,10) (2,4,7,9,10) (2,5,9,10,11)
(2,6,7,10,11) (3,4,8,9,11) (3,5,6,7,8) (3,6,7,10,11)
(4,5,6,8,10) (4,5,7,8,9) (4,6,7,10,11) (5,6,7,10,11)
(6,7,8,10,11) (6,7,9,10,11)
19 22 22 (1,2,3,6,11) (1,2,3,8,10) (1,3,5,7,9) (1,3,6,8,9)
(1,4,5,6,7) (1,4,5,10,11) (2,3,4,5,8) (2,3,4,7,9)
(2,3,6,9,10) (2,3,7,10,11) (2,5,7,9,10) (2,5,8,10,11)
(2,6,7,8,10) (2,7,8,9,11) (3,4,5,9,10) (3,4,6,7,10)
(3,4,6,8,11) (3,5,6,9,11) (3,5,7,8,11) (4,7,8,10,11)
(5,6,7,8,9) (6,7,9,10,11)
23 19 12 (1,2,3,10,11) (1,2,4,7,10) (1,2,5,7,8) (1,4,5,6,11)
(1,4,6,7,8) (1,6,7,10,11) (1,6,8,9,10) (2,3,5,6,9)
(2,3,6,8,10) (2,4,6,7,8) (2,4,6,9,11) (3,4,6,7,8)
(3,4,8,10,11) (3,5,7,8,9) (3,6,7,9,10) (4,5,6,7,8)
(4,6,7,8,9) (4,6,7,8,10) (4,6,7,8,11)
29 18 11 (1,2,3,4,11) (1,2,3,5,7) (1,2,5,10,11) (1,2,6,7,9)
(1,3,4,5,9) (1,3,8,9,10) (1,4,5,7,8) (1,5,7,9,11)
(2,3,4,5,6) (2,3,6,7,9) (2,3,7,8,10) (2,4,6,7,9)
(2,5,6,7,9) (2,6,7,8,9) (2,6,7,9,10) (2,6,7,9,11)
(4,5,8,9,11) (5,6,7,10,11)
31 12 12 (1,2,3,6,11) (1,2,4,5,6) (1,2,5,7,8) (1,2,6,7,9)
(1,3,5,8,9) (1,3,5,10,11) (2,3,4,5,7) (2,3,5,9,10)
(2,5,6,9,11) (2,6,7,10,11) (3,6,8,9,11) (4,5,7,8,10)
37 11 11 (1,2,3,7,11) (1,2,6,8,11) (1,3,4,9,11) (1,3,5,7,10)
(1,5,6,8,9) (1,5,7,8,11) (2,3,4,6,7) (2,5,7,10,11)
(2,7,8,9,11) (3,4,8,9,10) (3,6,7,9,11)
.
.
.
.
.
.
.
.
.
.
.
.
163 4 4 (1,2,4,6,10) (1,3,6,8,10) (1,4,6,9,11) (1,5,9,10,11)
167 0 0
173 6 6 (1,2,4,5,9) (1,3,5,6,7) (1,3,7,9,11) (2,4,5,8,11)
(3,4,8,9,11) (4,5,6,7,9)
.
.
.
.
.
.
.
.
.
.
.
.
7151 0 0
7159 0 0 no privileged coalitions (proven)
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The numbers c5 = c5,i of (6, i)-privileged coalitions of length 5 in the track (1, . . . ,11) over Fp for i = 1,2,3,4.
p i = 1 i = 2 i = 3 i = 4 p i = 1 i = 2 i = 3 i = 4
13 35 35 35 35 173 4 6 2 0
17 26 30 30 27 179 2 2 3 0
19 25 22 20 17 181 1 0 2 0
23 20 19 25 16 191 4 2 2 0
29 9 18 17 32 193 1 2 3 0
31 14 12 21 32 197 2 1 2 0
37 9 11 11 16 199 2 4 4 0
41 12 19 13 5 211 2 3 3 0
43 7 11 13 2 223 2 1 3 0
47 9 13 8 0 227 3 0 3 0
53 10 6 11 0 229 4 2 0 0
59 9 12 9 0 233 2 1 3 0
61 5 10 8 0 239 1 2 0 0
67 5 6 6 0 241 0 1 1 0
71 7 6 6 0 251 2 1 3 0
73 6 4 8 0 257 1 1 3 0
79 6 5 6 0 263 2 2 1 0
83 6 6 5 0 269 2 2 2 0
89 6 2 3 0 271 3 3 3 0
97 3 5 4 0 277 0 1 3 0
101 6 2 5 0 281 3 0 2 0
103 3 3 6 0 283 3 2 3 0
107 3 4 3 0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
109 3 2 0 0 691 0 0 1 0
113 3 3 0 0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
127 2 3 3 0 809 2 0 0 0
131 5 3 4 0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
137 4 4 4 0 5231 0 1 0 0
139 1 1 3 0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
149 4 6 1 0 7159 0 0 0 0
151 3 2 4 0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
157 4 2 3 0 15971 1 0 0 0
163 2 4 3 0
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
167 3 0 2 0 31601 0 0 0 0
5.1.2. Table 2
In Table 2, we consider the same case as above; i.e., N = 11 and k = 6. We compute the numbers
c5 = c5,i of (6, i)-privileged coalitions of length 5 with respect to N = 11 for i = 1,2,3 or 4. We
also compute, for given i, the numbers c′5 = c′5,i of (6, i)-privileged coalitions minimal with respect to
privileged subcoalitions.
In view of Proposition 2, there are no (6, i)-privileged coalitions with respect to N = 11, if
p > τk−1−i(αN,k) = 31594,805 resp. 45 for i = 1,3, resp. 4, whereas the biggest p such that (6, i)-
privileged coalitions over Fp exist is p = 15971,691, resp. 43, if i = 1,3, resp. 4. For these p we have
c5 = 1,1 resp. 2.
Here kN = 611 ≈ 0.545 and so kN < 1− e−i−1 for all 1 i  4. Consequently, by Proposition 2, if the
track (1, . . . ,N) is (k, i)-admissible, then it is also (k, j)-admissible for j > i. Thus, if p > τk−1−i(αN,k),
then there is no (k, i)-privileged coalition, and in consequence there is no (k, j)-privileged coalition
for all j  i.
We do not have any (6, i)-privileged coalitions with respect to N = 11 of length 4 if i = 1 or 4.
If i = 3, then we have c4 > 0, if p = 13,17,23,29 or 31. Otherwise c4 = 0. If p = 13, then all
(6,3)-privileged coalitions of length 4 are (2,3,10,11), (4,6,7,9). If p = 17, then there is only one
such privileged coalition (6,7,10,11). For p = 23 we have two such privileged coalitions (1,2,9,11)
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(2,6,10,11) or (3,7,10,11), respectively. There are no (6, i)-privileged coalitions of length 3.
As to k-privileged coalitions, we could not ﬁnd any 6-privileged coalitions, however, we can give
some examples of 5-privileged coalitions with respect to N . For instance, (2,3,10,11), (4,6,7,9) are
5-privileged coalitions with respect N over F13 and (6,7,10,11) is a 5-privileged coalition over F17.
6. Concluding remarks
Let k and i be integers such that k  3 and 1  i  k − 2. In the theorem [15] it is proved the
existence and of (k, i)-privileged coalitions of maximal length in Shamir’s secret sharing scheme over
Fq if q > 2k−1, giving an algorithm to construct such privileged coalitions. More precisely, it is proved
that the number of (k, i)-privileged coalitions is at least
k−2−i∏
l=1
(q − l) ·
k−3∏
l=k−1−i
(q − l − 3) · (q − 2k + 1)
and (k, i)-privileged coalitions of length k − 1 exist if q > 2k − 1. An open problem is to extend the
algorithm to privileged coalitions of any length if such coalitions exist.
For the classical Shamir’s secret sharing scheme with the secret placed as a0, where f (x) =
a0 + · · ·+ ak−1xk−1 is a polynomial of the scheme, there is no privileged coalitions and this scheme is
secure with respect to attacks by the privileged coalitions of less than k shareholders. The privileged
coalitions exist only for modiﬁed Shamir’s schemes; i.e., with the secret placed as ai with 1 i  k−2
only.
In [11,12] we considered k-admissible tracks (containing no privileged coalitions) only. For a fuller
treatment on admissible tracks we refer the reader to [11,12,14].
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